		Version 3 (1.1.2026)
ANNEX [●] - FEG CONSOLIDATED SECURITY ARTICLES FOR AGREEMENT	Comment by Mladá Klára: Please choose from the variables in brackets and fill in the missing information.
1. [bookmark: _Hlk214541405]PURPOSE AND SCOPE OF THE ANNEX
1.1. [bookmark: _Hlk214541441]Security Standards Commitment. As a diligent organization committed to upholding the highest standards of security for its operations, data, and interests, and those of its supply chain, we require that cooperation be conditioned upon working exclusively with suppliers that have established and maintain robust security controls.
1.2. [bookmark: _Hlk214541476][bookmark: _Hlk214541498][bookmark: _Hlk214541517][bookmark: _Hlk214541582][bookmark: _Hlk214541602][bookmark: _Hlk214541618][bookmark: _Hlk214541650][bookmark: _Hlk214541694]Applicability and Vendor Management Framework. This Annex sets forth the minimum information security standards that [●][, and its affiliates,] (“FEG”) requires for your information security management system as a condition of cooperation with you, as FEG’s supplier (the “Vendor”), in connection with the services (the “Services”) provided to FEG under [●], of which this Annex forms an integral part (collectively, the “Contract”). Compliance with the requirements set out below is mandatory. 
2. [bookmark: _Ref214627584][bookmark: _Hlk214541722]GENERAL SECURITY PROVISIONS
2.1. [bookmark: _Hlk214541740][bookmark: _Ref214369268]Vendor Security Standard. [The Vendor hereby declares that it has implemented regularly tested security controls and standards, confirmed by a valid ISO 27001 certification or equivalent certification./The Vendor hereby declares that it does not hold a valid ISO 27001 certification or equivalent certification but has implemented regularly tested security controls and standards.]
[bookmark: _Hlk214541796]To demonstrate its security standards, the Vendor hereby provides FEG with the following information regarding its security policy:
	[bookmark: _Hlk214541804][Vendor]

	Policy or other documents defining standards for practice and/or operations
	Document
Version
	Person Responsible

	Contact Details

	[Vendor’s IT Security Policy]
	[TBC]
	[TBC]
	[TBC]


[bookmark: _Hlk214541826](the “Vendor Policy”).
2.2. [bookmark: _Hlk214541848]FEG Security Standard. FEG hereby provides the Vendor with its security policy:
	[bookmark: _Hlk214541880]FEG

	Policy or other documents defining standards for practice and/or operations
	Document
Version
	Person Responsible
	Contact Details

	FEG Information Security Policy
	5.0
	Group IT Security Manager (Jan Racansky)
	email: sec@feg.eu



[bookmark: _Hlk214541901](the “FEG Policy”)
2.3. [bookmark: _Ref214457207][bookmark: _Hlk214541918]Security Contacts. The individuals identified in this Article 2 as the Person Responsible shall serve as the primary contact points for all security-related communications hereunder.
2.4. [bookmark: _Ref216777421]Policies Compliance. The Vendor hereby confirms and declares that the Vendor Policy is at least equivalent in scope and effectiveness to the FEG Policy and that the conditions and self-regulation provided therein are at least as stringent as those set forth in the FEG Policy and, therefore, the Vendor is compliant with and shall adhere to the FEG Policy. The Vendor further undertakes to update the Vendor Policy without undue delay following FEG’s notification of any change to the FEG Policy and to implement such changes in accordance with the content of the updated FEG Policy. The declaration provided in this Clause 2.4 shall automatically renew upon any Vendor Policy update.
2.5. [bookmark: _Ref214720775]Vendor Policy Management. The Vendor undertakes to ensure that the Vendor Policy is clearly communicated to all Vendor personnel, including temporary personnel. Regular training and awareness initiatives shall be conducted to ensure ongoing familiarity with, and adherence to, the obligations imposed by the Vendor Policy. The Vendor shall maintain records evidencing compliance with the obligations under this Clause 2.5.
3. [bookmark: _Hlk214541951][bookmark: _Ref214446093]FEG DATA MANAGEMENT
3.1. [bookmark: _Ref214464361]Data Management. FEG and the Vendor confirm that for the purpose of performance of the Contract, FEG has disclosed its data to the Vendor. For the avoidance of doubt, FEG hereby grants the Vendor the right to use the disclosed data solely for the purpose of and in connection with the performance of the Contract.
3.2. [bookmark: _Ref214376577][bookmark: _Ref214369193]Data Classification. All data disclosed by FEG to the Vendor, as well as any data arising from or generated in connection with the performance of the Contract, shall be deemed and treated as Confidential Information, as defined and governed by [a non-disclosure agreement concluded between the Vendor and FEG on [●] (the “NDA”)/the confidentiality provisions of this Contract] (such data, collectively, the “Data”).
3.3. [bookmark: _Ref216788577]Access Control. The Vendor shall implement and maintain appropriate technical and organizational access control measures to ensure that access to Data is strictly limited to authorized personnel who have a demonstrable and legitimate need for such access in connection with the performance of the Contract. Access to any systems, applications, networks, or repositories housing or processing Data shall be granted on a strict need-to-know basis, subject to the principle of least privilege, and shall be protected by multi-factor authentication where technically feasible. The Vendor shall maintain a current register of all individuals with access to Data and shall promptly revoke access rights upon termination of employment or engagement, change of role, or when access is no longer required for the performance of the Contract.
3.4. [bookmark: _Ref214372573]Access Records. The Vendor bears full responsibility for ensuring that all individuals granted access to Data (i) are subjected to obligations not less stringent than those set forth in the NDA and (ii) are properly vetted, which includes, where appropriate, the conduct of thorough background checks. The Vendor shall review access rights regularly to ensure continued compliance with Clause 3.3 hereof.
3.5. [bookmark: _Ref214526016]Data Integrity Measures. The Vendor shall implement and maintain appropriate technical and organizational measures to ensure the integrity of all Data, including, but not limited to, audit logs, cryptographic hashing, digital signatures, and checksums, to prevent unauthorized or accidental alteration, corruption, or destruction of the Data throughout the term of the Contract and any transition period thereunder.
3.6. [bookmark: _Ref214719041][bookmark: _Ref214716869]Data Transfer. Upon FEG’s written request, the Vendor shall provide FEG with all or any required Data in the Vendor’s possession, in the format, at the location, and through the secure method, all as specified by FEG, and within the specified period. All Data shall be provided in electronic form, unless otherwise specified, in open and machine-readable formats to ensure compatibility. The Vendor shall implement appropriate data disposal procedures in accordance with the sensitivity and importance of the Data and in compliance with FEG's data disposal policies.
3.7. [bookmark: _Ref214803576]Foreign Authorities Access. Any requested access to or transfer of the Data based on a request by foreign authorities shall only occur (i) after reviewing the legality of the request, (ii) after making all reasonable legal efforts to prevent such access or transfer, and (iii) only to the extent necessary.
4. NOTIFICATION OBLIGATIONS
4.1. [bookmark: _Ref214803445]Vendor Notification Obligations. The Vendor undertakes to notify FEG in advance of:
a) any changes to the Vendor Policy and to provide FEG with the updated version thereof without undue delay;
b) all events arising from the Vendor’s environment or otherwise in connection with the Vendor that may potentially affect the subject matter or performance of the Contract, or the confidentiality, integrity, or availability of FEG’s or the Vendor’s information systems, or the Data (each, an “Incident”), within twenty-four (24) hours of discovery; provided that if there is reasonable doubt that the Incident may affect personal data, the Vendor shall notify FEG immediately upon discovery;
c) the risk management methodology applied by the Vendor, the results of the risk assessment specifically related to the Contract performance, including a summary of identified risks, the mitigation measures implemented to address such risks, and a statement of any residual risks, on the annual anniversary of the Contract;
d) [bookmark: _Ref214803449]any significant changes in control of the Vendor in accordance with applicable corporate law, or changes in ownership of essential assets, or changes in authorization to manage or dispose of essential assets used by the Vendor to perform under the Contract, without undue delay; and
e) [bookmark: _Ref214803475]any request from foreign authorities for access to or transfer of the Data, except where such notification would conflict with applicable law or the laws under which the request was made, without undue delay.
4.2. FEG Obligation. FEG undertakes to notify the Vendor of any changes to the FEG Policy and to provide the Vendor with the updated version thereof without undue delay.
5. REPORTING OBLIGATIONS
5.1. [bookmark: _Ref214802629][bookmark: _Ref214378236]The Vendor shall maintain a report evidencing:
a) all Incidents for at least the preceding twelve (12) months of cooperation; and
b) the transfer of, and justification for, access to the Data, and the background checks of individuals granted access to the Data, for at least the preceding twelve (12) months of cooperation, until the obligation under the NDA becomes obsolete or until the lapse of any transition period under the Contract.
5.2. The Vendor shall provide any of the reports under Clause 5.1 hereof upon FEG’s written request without undue delay.
6. [bookmark: _Ref214721365]SECURE DEVELOPMENT
6.1. Secure Development Standards. The Vendor shall implement and maintain secure development practices throughout the performance of the Contract. The Vendor's secure development practices shall include, at minimum:
a) Secure Coding Standards. Implementation of industry-standard secure coding practices, including but not limited to OWASP Secure Coding Practices, input validation, output encoding, parameterized queries, and prohibition of deprecated or vulnerable coding functions;
b) Code Review and Testing. Mandatory peer code review for all code changes prior to deployment, integration of Static Application Security Testing (SAST) and Dynamic Application Security Testing (DAST) into the development pipeline, and dependency scanning for third-party components and libraries;
c) Vulnerability Management. Regular vulnerability assessments of developed applications, timely remediation of identified security vulnerabilities (critical vulnerabilities within seventy-two (72) hours and high-severity vulnerabilities within seven (7) calendar days), and maintenance of a software bill of materials (SBOM) for all components;
d) Development Environment Security. Secure configuration and separation of development, testing, and production environments, implementation of access controls and authentication for development tools and repositories, and encryption of any Data in development and testing environments;
e) Documentation and Training. Maintenance of secure development documentation and procedures, provision of regular security training for all development personnel, documentation of security architecture and threat models for developed systems, and establishment of incident response procedures for security issues identified during development; and
f) Secure Deployment. Implementation of secure deployment procedures with automated security checks, code signing and integrity verification for software releases, rollback procedures in case of security issues, and integration of security reviews into change management processes.
7. RISK MANAGEMENT AND SUPPLIER OBLIGATIONS
7.1. [bookmark: _Ref214613430][bookmark: _Hlk214542482]Risk Assessment. The Vendor shall conduct a risk assessment and maintain a risk management process related to the performance of the Contract.
7.2. [bookmark: _Ref214378789][bookmark: _Hlk214542493]Supply Chain Management. The Vendor shall ensure that any subcontractor commits to comply in full with the Contract and will not be in conflict with FEG's requirements for the Vendor. The Vendor remains fully responsible for all subcontractors’ performance and compliance with the Contract.
7.3. [bookmark: _Ref214614395][bookmark: _Hlk214542516]Change Management. The Vendor shall implement change management procedures that include review of possible impacts of changes, acceptance processes, testing before deployment, documentation of changes, and ability to revert to previous state when necessary.
8. [bookmark: _Ref216779241][bookmark: _Ref214619198]BUSINESS CONTINUITY AND DISASTER RECOVERY
8.1. Business Continuity and Disaster Recovery Framework. The Vendor shall establish, implement, and maintain comprehensive business continuity (“BC”) and disaster recovery (“DR”) plans to ensure the uninterrupted provision of the Services. The Vendor shall comply with the service level agreement (“SLA”) set forth in the Contract, including the recovery time objective (“RTO”) and recovery point objective (“RPO”) requirements specified therein or as otherwise agreed between FEG and the Vendor, as well as the BC and DR requirements set forth in this Article 8.
8.2. Business Continuity Plans. The Vendor shall develop, document, and maintain BC plan that address, at minimum, the following scenarios:
a) loss or unavailability of key personnel or essential business functions critical to the provision of the Services, including succession planning and cross-training measures;
b) loss of, or inability to access, the Vendor's primary office, headquarters, or other critical facilities; and
c) failure or unavailability of third-party providers critical to the provision of the Services
The Vendor shall demonstrate the existence of and provide FEG with an up-to-date BC plan upon FEG's written request.
8.3. [bookmark: _Ref217136877]Disaster Recovery Plans. The Vendor shall develop, document, and maintain DR plans that address, at a minimum, the following scenarios:
a) [bookmark: _Ref217136878]loss of primary infrastructure or data centre; and
b) [bookmark: _Ref217136909]loss, corruption, or compromise of Data, whether due to malicious attacks (including ransomware) or other causes.
The Vendor shall demonstrate the existence of and provide FEG with an up-to-date DR plan upon FEG’s written request.
8.4. [bookmark: _Ref217137990][bookmark: _Ref217137108][bookmark: _Ref216784208]Business Continuity Plan Testing. The Vendor shall review, update, and test the BC plans at least annually or more frequently promptly following material change based on the scenarios in 8.2. For the purpose of this Article 8, material change shall mean any substantial alteration in an organization’s operations, structure, or external environment that may materially affect its ability to maintain operational continuity, meet compliance obligations, or manage risk exposure. 
The date of any test exercise that may impact FEG shall be mutually agreed upon in advance. The Vendor shall provide FEG with the results of each annual test upon FEG’s written request.  
8.5. [bookmark: _Ref217138221]Disaster Recovery Plan Testing. The Vendor shall review, update, and test the DR plans at least annually. DR testing must, at a minimum, cover the following scenarios: 
a) Pursuant to Clause 8.3.a) hereof: The Vendor shall demonstrate the ability to fail over all relevant systems and assets to a backup data centre (DR site) and continue providing the Services for a period sufficient to confirm full operational capability from the backup data centre. For active-active solutions, two (2) tests per year are required (one for each data centre); and
b) Pursuant to Clause 8.3.b) hereof: The Vendor shall demonstrate its ability to recover the Data from a geographically separate offsite backup location with the successful (i) Data Integrity Verification, (ii) Application Functionality Testing, (iii) Database Consistency Check, and (iv) User Acceptance Testing.
The date of any DR test exercise that may impact FEG shall be mutually agreed upon in advance.
8.6. Disaster Recovery Test Reporting. The Vendor shall provide FEG with a comprehensive DR test report no later than fourteen (14) calendar days following the completion of each test.  The report shall include, at minimum:
a) a detailed description of the test objectives, scope, and methodology employed;
b) the applicable RTO and RPO targets;
c) the recovery time actual (“RTA”) and recovery point actual (“RPA”) achieved during the test, together with an analysis of any variance from the applicable RTO and RPO targets;
d) lessons learned, identified deficiencies, and a remediation plan with timelines for addressing any issues; progress shall be tracked and reported to FEG.
8.7. Notification of Material Changes. The Vendor shall notify FEG in writing of any material changes to the BC and DR plans within fourteen (14) calendar days of such changes, specifically highlighting any impacts on FEG, including any tasks or responsibilities assigned to FEG.
8.8. Location Risk Requirements.  Neither the primary nor the secondary (backup/DR) data centre shall be located in areas designated as flood zones or in close proximity to chemical plants or other sites officially classified as high-risk due to environmental hazards or industrial activities. The Vendor shall provide evidence of risk assessment and demonstrate compliance with all applicable local, national, and European regulations regarding the physical safety and security of data centre locations, including but not limited to:
a) the geographical requirement for Data Center and Cloud Deployments (Disaster recovery):
· On-Premise - The geographical distance between the primary and secondary on-premise data centers shall be no less than ten (10) kilometers;
· Public Cloud - The deployment shall be provided via either: (i) no fewer than two (2) distinct Availability Zones within the same Region, or (ii) no fewer than two (2) distinct regions.
b) the geographical requirement for Data backup (Offsite backup):
· On-Premise - The geographical distance between local and offsite backup shall be no less than fifty (50) kilometers;
· Public Cloud – The geographical distance between local and offsite backup shall
be stored in no fewer than two (2) distinct regions.
8.9. FEG Integration. Upon FEG's written request, the Vendor shall incorporate FEG's specific requirements into the Vendor's BC and DR plans, including coordination with FEG's own continuity and recovery procedures. The Vendor shall participate in FEG's continuity exercises when reasonably requested by FEG.
9. AUDITING
9.1. [bookmark: _Hlk214542581][bookmark: _Ref214376555]Audit Rights and Obligations. FEG reserves the right to conduct audits of the Vendor's security measures, systems, processes, and security controls related to the performance of the Contract and the handling of Data (the “Audit”). The Audit may include on-site inspections, documentation reviews, penetration test reviews, data recovery reviews, interviews with personnel, and technical assessments of security implementations. The Vendor shall provide full cooperation during the Audits.
9.2. [bookmark: _Hlk214542608]Audit Frequency and Notice. FEG or its qualified third-party auditor may conduct an Audit no more than once per calendar year during normal business hours, provided that FEG gives the Vendor at least fourteen (14) calendar days' prior written notice before the commencement of the Audit. However, FEG may conduct an additional Audit without prior notice in the event of (i) an Incident affecting FEG’s data or systems, (ii) a suspected breach of security obligations under the Contract, or (iii) regulatory requirements mandating an immediate Audit.
9.3. [bookmark: _Hlk214542658]Remediation. The Vendor shall implement corrective measures for any deficiencies identified during the Audit at its own expense and within the timeframes proposed by FEG, but no later than fourteen (14) calendar days following FEG’s notification of the Audit results.
10. [bookmark: _Ref214721275]EXIT STRATEGY
10.1. [bookmark: _Ref214444606]Transition Services. The Vendor agrees that transition services upon termination of this Contract are an integral part of the performance of the Contract and shall be provided to FEG to ensure continuity of the relevant Services until the deployment of a replacement solution. Upon the deployment of a replacement solution, all access to FEG’s systems granted to the Vendor and all access to the Vendor’s systems granted to FEG shall be mutually terminated.
10.2. Data Migration. The Vendor shall provide data migration services and transfer all Data upon notice of termination of the Contract in accordance with Clause 3.6 hereof. 
10.3. [bookmark: _Ref214719810]Data Destruction. Upon termination of the Contract or upon FEG's written request, the Vendor shall securely destroy all Data within thirty (30) calendar days using methods that render the data irrecoverable, including, but not limited to, cryptographic erasure for encrypted data and multi-pass overwriting for unencrypted data. The Vendor shall provide FEG with a written certificate of destruction confirming the complete and secure disposal of all Data, including details of the destruction method used and the date of destruction.
10.4. [bookmark: _Ref216172959]Hardware and Equipment Return. Upon termination of the Contract or upon FEG's written request, the Vendor shall return to FEG all hardware, equipment, access devices, security tokens, and any other physical assets provided by FEG to the Vendor within fourteen (14) calendar days. All returned items shall be in good working condition, normal wear and tear excepted, and shall be securely wiped of any Data in accordance with industry-standard data sanitization procedures. The Vendor shall provide FEG with a written certificate confirming the return of all such items and the secure removal of all Data therefrom. FEG shall approve such certificate if the conditions of this Clause 10.4 are met.
11. VENDOR COMPLIANCE
11.1. [bookmark: _Ref214377985]Annex Compliance Demonstration. The Vendor shall demonstrate ongoing compliance with the obligations set forth in this Annex upon FEG's written request and without undue delay, including by providing relevant evidence of such compliance.
11.2. Legal Compliance. The Vendor shall comply with all generally applicable legal regulations relevant to the performance of this Contract, including, but not limited to, cybersecurity laws, data protection regulations, and any local law requirements within the country of FEG’s residence [and any country of residence of an FEG affiliate to which the Vendor provides the Services]. The Vendor shall not engage in any act or omission that could reasonably be expected to adversely impact FEG’s security, business, customers, systems, or Data.
12. FINAL PROVISIONS
12.1. Annex Survival. Notwithstanding any other provision of the Contract, this Annex shall survive termination of the Contract for duration of any transition period during which the Vendor retains, or is required by applicable law to retain, store, or process any Data.
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